Securing Your: Wireless
Networkior...

*How! 1,0) keep)your daial privaie
andi noi; become: Jifie
neighborhood ISP




Iihe First: Step

Change the password foryour
Wwireless router

* All major suppliers have
published theirdefrault
passwords and logins

 Keep yours unique
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Second Sitep

* Chiange: and. DOLINGOIy Broadcasy
yours SSLD

s Your house: isf NOiya Cyber
Cafiel so don i adveriise




Step lihree

Employ & Activater Wireless) Securiily
Encrypiion

s WEP"—Wired Equivaleni? Privacy

s WPA — Wireless Protected Access

s WPAZ — Wireless) Protected! Access 2
Hot Eix: for XP KB893357
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Step) Four

Enabler MACG Address| Eilfering
10) keepr unwelcome: guesis: o,

Only listedi MAC Addresses; will
be allowed 6’ connect;
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Step Five

* ASsign| fixed 1P addresses

* DHCP providesian' LR* address
j0) allfcomers’ — great: fior'a
company: — bad for a home
network



Siep) Six

s Activate firewall on each
computer and’ thel roufer
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Silep Seven

Ceniralize: Router physical
placemeni? 1ol minimizes signal
leakage’ outsideryour hotse
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Not Tthe End!

= hisiis only: a quick; overview: of:
e’ mosi: obyious wireless
errors
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What's the Eirst Line of;
Defense for Your Computer?

*Your password!.

*Be’ sure 10/ use) a sirong
password' aiileasis six: characiers
long whichiincludes numbersiand
uppercase; leiters!
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Remember wWWw.grc.com
and/ Shield"s Up

Besure o) visii This) siterand
jiesiiyour compuier 1o discover
i predaiiors) can) see your
computer and probe: for
personall /- financial infiormation
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TThank Youl

Any QUesTions?
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